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Abstract

Naturalimmunesystemsprovide arich sourceof inspiration
for computersecurityin the ageof the Internet. Immune
systemshave mary featuresthat are desirablefor the im-

perfect,uncontrolled andopenervironmentsin which most
computersurrentlyexist. Theseincludedistributability, di-

versity, disposability adaptability autonomy dynamiccov-

erageanomalydetectionmultiplelayersidentity via beha-

ior, no trustedcomponentsandimperfectdetection. These
principlessuggest wide variety of architecturegor acom-
puterimmunesystem.

1

Moderncomputersystemsare plaguedby securityvulnera-
bilities. Whetheiit is thelatestUNIX buffer overflow or bug
in Microsoft InternetExplorer, our applicationsandoperat-
ing systemsarefull of securityflaws on mary levels. From
the viewpoint of traditional computersecurity it shouldbe
possibleto eliminatesuchproblemsthroughmoreextensve
useof formal methodsandbettersoftwareengineering.We
believe thatsuchanapproacthis unlikely to succeed.

To seewhy, considerFigurela. This diagramis a slight
caricaturebut it doespoint outthreekey assumptionsf the
traditionalview:

I ntroduction

1. Securitypolicy canbeexplicitly andcorrectlyspecified,
2. Programganbe correctlyimplementedand
3. Systemganbe correctlyconfigured.

Although thesestatementsnight be true theoretically in
practiceall arefalse. ConsiderFigure 1b. Computersare
notstaticsystemsyvendors systemadministratorsandusers
constantlychangehe stateof a system.Programsareadded
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andremoved, andconfigurationsare changed.Formal veri-

ficationof a staticallydefinedsystems time-consumingnd
hardto do correctly;formal verificationof adynamicsystem
is impractical. Without formal verifications,tools suchas
encryption,accesgontrols,firewalls, andaudittrails all be-
comefallible, making perfectimplementatiorof a security
policy impossible—genif a correctpolicy couldbedevised
in thefirst place.

Oncewe acceptthatour securitypolicies,our implemen-
tations,andour configurationswill have flaws, we mustalso
acceptthat we will have imperfectsecurity This doesnot
meanthatwe mustbe contentwith no securityatall. Asin
the physicalworld, bettersecuritycanbe achievedwith ad-
ditional resourcesndbetterdesign.So, therealquestionis:
how canwe achieve bettersecuritythanwe currentlyhave?

We believe it is possibleto build bettercomputersecu-
rity systemdiy adoptingdesignprinciplesthataremoreap-
propriatefor theimperfect,uncontrolled andopenerviron-
mentsin which mostcomputerscurrently exist. As a case
in point, we look to naturalimmunesystemswhich solve a
similar problem,but in aradically differentway from tradi-
tional computersecurity For example,considerthe human
immunesystem. It is composedf mary unreliable,short-
lived,andimperfectcomponentslt is autonomousilt is not
“correct; becauset sometimesnakes mistales. However,
in spite of thesemistales, it functionswell enoughto help
keepmostusalive for 70+ years,eventhoughwe encounter
potentiallydeadlyparasitesbacteriaandvirusesevery day.

Someof the imperfectionsin currentcomputersecurity
arediscussedn [15, 1]. Theanalogybetweerncomputerse-
curity problemsandbiological processesvasrecognizedas
early as 1987, whenthe term “computervirus” wasintro-
ducedby Adelman[2]. The connectionbetweenimmune
systemsandcomputersecuritywasintroducedn [7, 12] and
elaboratedn [6, 5]. However, in pastwork, we have concen-
tratedon isolatedideasand mechanismgrom the immune
systemandhow they mightbeappliedto concretecomputer
securityproblemswithout explainingthe overall framework.
In this paper we begin articulatingthe larger vision by dis-
cussingthe immunesystemin termsof a setof organizing
principlesandpossiblearchitecturegor implementation.

We believe thatthe succes®f the immunesystemis due
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Figure 1: (a) Traditionalview of securesystemsdevelopment. (b) Real-world software developmentis an ongoingprocess,
with vendor systemadministratorsandusersadding,modifying, andremoving softwarecontinuously
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in large part to its organizationand that an understanding
of theimmunesystemcanhelp us designa robust, practical
“computerimmunesystem. Sucha systenwould incorpo-
ratemary elementof currentsecuritysystemsaugmenting
themwith an adaptve responsdayer! Parts of this layer
might be directly analogousto mechanismgpresentin the
immune system;otherswill likely be quite different from
thosefoundin biology, evenif they arebasednsimilar prin-
ciplesto thosefoundin the humanbody.

In theremainingsectionsof the paperwe first sketchhow
the humanimmunesystemworks? Then,we presenta set
of organizingprinciplesthatwe argueaccountgor muchof
the immune systems success.We also presentsomepos-
sible architecturegor implementingcomputersecuritysys-
temsbasedon theseprinciples. Finally, we discusssome
limitationsof theimmune-systenanalogy

2

The immunesystemdefendsthe body againstharmful dis-
easesandinfections. It is capableof recognizingvirtually
ary foreigncell or moleculeandeliminatingit from thebody.
To do this, it mustperform patternrecognitiontasksto dis-
tinguishmoleculesandcellsof thebody(called“self”) from
foreign ones(called“nonself’). Thus,the problemthatthe
immunesystenfaceds thatof distinguishingselffrom dan-
gerousnonself. The numberof foreign moleculesthat the
immunesystemcan recognizeis unknawn, but it hasbeen
estimatedo be greaterthan 106 [10]. Theseforeign pro-
teins(kindsof moleculesmustbedistinguishedrom anes-
timated10° different proteinsof self, so recognitionmust
be highly specific. Thesearestaggeringiumbersgspecially
whenoneconsiderghatthe humangenomewhich encodes
the “program” for constructingthe immune system,only
containsabout10® genes.

The architectureof the immune systemis multilayered,
with defenseprovidedat mary levels. The outermostayer,
the skin, is the first barrierto infection. A secondbarrier
is physiological,whereconditionssuchas pH andtemper
atureprovide inappropriateiving conditionsfor somefor-
eign organisms(pathogens).Once pathogensave entered
thebody, they arehandledby theinnateimmunesystemand
by the adaptve immuneresponse.The innateimmunesys-
temconsistgrimarily of circulatingscarengercellssuchas
macrophagethatingestextracellularmoleculesandmateri-
als, clearingthe systemof both debrisand pathogens.The
adaptve immune response(also called “the acquiredim-
muneresponse”)s themostsophisticate@ndinvolvesmary
differenttypesof cellsandmoleculeslt is called“adaptive”

Immune System Overview

1The adaptve responselayer is similar in purposeto traditional
intrusion-detectiorsystemg[4], althoughwe are proposinga systemthat
would bemoreautonomous.

2Althoughwe describethe humanimmunesystem othervertebratém-
mune systemsare quite similar. Other naturalimmune systems suchas
thoseof plants,have differentarchitectureendmechanismshowever, they
too have organizingprinciplessimilar to the humanimmunesystem.
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becausét is responsibldor immunity thatis adaptvely ac-
quiredduringthelifetime of theorganism.Becauseheadap-
tiveimmunesystemprovidesthe mostpotentialfrom acom-
putersecurityviewpoint,wewill focusonit in thisoverview.
The materialfor this overview is largely basedon [11]; we
necessarilyeave out mary importantdetailsandemphasize
theaspectsnostrelevantto this paper

The adaptve immune systemcan be viewed as a dis-
tributed detectionsystemwhich consistsprimarily of white
blood cells, called lymphog/tes. Lymphogtesfunction as
smallindependentietectorghat circulatethroughthe body
in thebloodandlymphsystemsLymphog/tescanbeviewed
as ngyative detectorspbecausehey detectnonselfpatterns,
andignoreself patterns.Detection,or recognition,of non-
self occurswhen molecularbonds are formed betweena
pathogenand receptorsthat cover the surface of the lym-
phogite. The more complementarythe molecular shape
andelectrostaticsurfacechaige betweerpathogerandlym-
phogyte receptor the strongerthe bond (or the higher the
affinity). Detectionis approximate hence,a lymphogte
will bindwith severaldifferentkindsof (structurallyrelated)
pathogens.

The ability to detectmostpathogensequiresa hugedi-
versity of lymphogyte receptors. This diversity is partly
achieved by generatingymphoagyte receptorghrougha ge-
netic procesghatintroducesa hugeamountof randomness.
Generatingeceptorgandomlycould resultin lymphoostes
that detectself insteadof nonself,which would thenlikely
causeautoimmuneproblemsin which the immune system
attacksthe body. Autoimmunedisordersare rare because
lymphooytesareselftolerant, i.e. they donotrecognizeself.
Toleranceof selfis achievedthrougha processalledclonal
deletion:lymphog/tesmaturein anorgancalledthethymus
throughwhich most self proteinscirculate; if they bind to
theseself proteinswhile maturingthey areeliminated.

Evenif receptorsare randomlygeneratedthereare not
enoughlymphogytesin the bodyto provide a completecov-
erageof the spaceof all pathogerpatterns;one estimateis
thatthereare10® differentlymphogyte receptorsn thebody
at ary giventime [14], which mustdetectpotentially 1016
differentforeign patterns. The immunesystemhasseveral
mechanism$or addressinghis problem,mechanismsvhich
malketheimmuneresponsenoredynamicandmorespecific.
Protectionis madedynamicby the continualcirculation of
lymphogytesthroughthe body, andby a continualturnover
of the lymphog/te population. Lymphog/tes are typically
short-lived (afew days)andarecontinuallyreplacedy new
lymphogyteswith nenv randomlygeneratedeceptors. Dy-
namicprotectionincreaseshe coverageprovidedby theim-
munesystemover time: the longera pathogeris presentn
the body, the morelikely it is to be detectedbecauset will
encounter greaterdiversity of lymphogytes.

Protectionis mademore specificby learningand mem-
ory. If theimmunesystemdetectsa pathogerthatit hasnot
encounteredefore,it undegoesa primary responsegdur-



ing which it “learns” the structureof the specificpathogen,
i.e. it evolvesa setof lymphog/teswith high affinity for
that pathogenthrougha processcalled affinity maturation.
This is a Darwinian processof variation and selectionre-
semblingthe geneticalgorithm. [9] High-affinity lympho-
cytes(thosethatbind mosttightly with availablepathogens)
arestimulatedo reproducén greatnumbersandtheresult-
ing lymphog/teshave a large numberof mutations. These
new (mutated)ymphogytesthencompetdor pathogensvith
their parentsandwith otherclones.Affinity maturationpro-
ducesa large numberof lymphogtesthat have high affin-
ity for a particular pathogen,which acceleratests detec-
tion and elimination. Speedof responseds importantin
theimmunesystembecausanostpathogensarereplicating
andwill causencreasingdamageastheirnumbersncrease.
Speedof responseo previously encounteregathogenss
generallyhigh, becausehe informationencodedn adapted
lymphogytesis retainedasimmunememory On subsequent
encountersvith thesameantigenpatterntheimmunesystem
mountsa secondaryesponseln this case the adaptedym-
phog/teseliminatethe pathogenso rapidly that the symp-
tomsof theinfectionarenot noticeableyy theindividual.

Evenwith all of thesemechanismgahe coverageprovided
by the immunesystemis necessarilyncomplete. The con-
sequencés animmunesystemthatis vulnerableto partic-
ular pathogens. However, not all individuals will be vul-
nerableto the samepathogendo the samedegree,because
eachindividual hasa uniqueimmune system. This diver
sity of immunesystemsacross populationgreatlyenhances
the survival of the populationas a whole. One way in
which immune systemsdiffer from one individual to the
next is by having different lymphog/te populations,and
hence differentdetectorsets. Anotherkey componenthat
givesanimmunesystemits uniquenesss the variationin a
moleculecalledMajor-HistocompatibilityComplex (MHC).
MHC moleculesenablethe immunesystemto detectintra-
cellularpathogenge.qg.,viruses)thatresideinsidecells. In-
tracellularpathogensare problematicbecausehe inside of
a cell is not “visible” to lymphogytes,thatis, lymphogytes
canonly bind to structureson the surfaceof cells. MHC
moleculeshind to proteinfragmentscalled peptide(which
could be viral) within a cell and transportthe peptidesto
the surface,effectively displayingthe contentsof the cell to
passindymphogytes. The setof proteinsto whichanMHC
moleculecanbindis dependenonthe structureof the MHC,
whichis geneticallydetermined Eachpersorhasonly alim-
ited numberof MHC typesandsois vulnerableto particular
pathogenghat cannotbe readily transportedby the avail-
ableMHC types. However, asa whole, a populationis far
lessvulnerable becausesachindividual hasa differentset
of MHC types,andsois vulnerableto differentpathogens.

To summarizethe naturalimmunesystemhasmary fea-
turesthataredesirablefrom a computersciencestandpoint.
The systemis massiely parallelandits functioningis truly
distributed. Individual componentsare disposableand un-
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reliable, yet the systemas a whole is robust. Previously
encounterednfectionsare detectedand eliminatedquickly,

while novel intrusionsare detectedon a slower time scale,
usinga variety of adaptve mechanismsThe systemis au-
tonomouscontrollingits own behaior both at the detector
andeffectorlevels. Eachimmunesystemdetectsnfections
in slightly differentways,sopathogenshatareableto evade
thedefense®sf oneimmunesystencannomnecessarilgvade
thoseof every otherimmunesystem.

3 Organizing Principles

Althoughthe systemdescribedn the previoussectionis ap-
pealing, it is not immediatelyobvious how to usethe im-
mune systemas a modelfor building successfutomputer
securitysystems.Thereare severalfundamentadifferences
betweerthe biology andcomputersystems First, we desire
anelectronicsystempuilt outof digital signals notonecon-
structedfrom cells and molecules. Further we would like
to avoid recreatingall of the elaborategeneticcontrols,cell
signalling,andotheraspectof the immunesystemthat are
dictatedby the physicalconstraintsunderwhich it evolved.
Finally, theimmunesystemis orientedtowardsproblemsof
survival, which is only one of mary considerationsn com-
puter security Thus, the task of creatinga useful system
basedon the immune-systenanalogyis a difficult one. In
spite of thesedifficulties, a studyof theimmunesystemre-
vealsa useful set of organizingprinciplesthat we believe
shouldguidethe designof computersecuritysystems:

e Distributability: Lymphog/tesin the immune system
areableto determinelocally the presenceof aninfec-
tion. No centralcoordinationtakesplace,which means
thereis no singlepoint of failure. A distributed,mobile
agentarchitecturdor securitywasalsoproposedn [3].
However, the humanimmunesystemprovidesa good
exampleof a highly distributedarchitecturghatgreatly
enhancesobustness.

Multi-layered In the immunesystem,no one mecha-
nismconferscompletesecurity Rather multiple layers
of differentmechanismsre combinedto provide high
overall security Thistoo is notanew conceptin com-
putersecurity but we believeit is importantandshould
beemphasizeih systemdesign.

¢ Diversity. By makingsystemdliverse securityvulner
abilitiesin onesystemarelesslikely to bewidespread.
Therearetwo waysin which systemscan be diverse:
the protectionsystemsanbe unique(asin naturalim-
munesystemsandin [5]) or the protectedsystemscan

bediversified(assuggesteth [8]).

Disposability No singlecomponenbf the humanim-
munesystemis essential—thats, ary cell canbe re-
placed. The immunesystemcan managethis because



cell deathis balancedy cell production.Althoughwe
do not currentlyhave self-reproducindhardware,death
andreproductionat the process/agerievel is certainly
possibleandwould have someadwantagedf it couldbe
controlled.

Autonomy The immune systemdoesnot require out-
side managementor maintenance;it autonomously
classifiesandeliminatespathogensandit repairsitself
by replacingdamagedells. Althoughwe do notexpect
(or necessarilywant) such a degree of independence
from our computers,as network and CPU speedsn-
creaseandastheuseof mobilecodespreadsit will be
increasinglyimportantfor computersto managemost
securityproblemsautomatically

Adaptability Theimmunesystemlearnsto detectnew
pathogensand retainsthe ability to recognizeprevi-
ously seenpathogensthrough immune memory A
computerimmune systemshould be similarly adapt-
able,bothlearningto recognizenew intrusionsandre-
memberinghe signature®f previousattacks.

Nosecuelayer. Any cellin thehumanbodycanbeat-
tacked by a pathogen—includinghoseof theimmune
systemitself. However, becausdymphogtesarealso
cells, lymphogytes can protectthe body againstother
compromisedymphogytes.In this way, mutualprotec-
tion canstandin for asecurecodebase.

Dynamicallychangingcoverage: The immunesystem
makesa space/timeradeof in its detectorset:it cannot
maintaina setof detectorglymphogytes)large enough
to cover the spaceof all pathogensso insteadat ary

time it maintainsarandomsampleof its detectorreper

toire, which circulateshroughoutthe body. Thisreper

toire is constantlychangingthroughcell deathandre-

production.

Identity via behavior In cryptography identity is

proventhroughtheuseof a secret. Thehumanimmune
systemijn contrastdoesnotdependn secretsinstead,
identity is verifiedthroughthe presentatiomf peptides,
or proteinfragments.Becauseproteinscanbe thought
of as“the runningcode” of the body, peptidessene as
indicatorsof behaiior. We have proposeda computer
analogto this, shortsequencesf systemcalls [6].

Anomalydetection The immunesystemhasthe abil-
ity to detectpathogenshatit hasneverencounteretbe-
fore,i.e. it performsanomalydetection We believethat
theability to detectintrusionsor violationsthatarenot
alreadyknown is animportantfeatureof ary security
system.

Imperfectdetection By acceptingmperfectdetection,
theimmunesystemincreasesheflexibility with which
it can allocateresources. For example, less specific
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lymphoo/tescandetectawidervarietyof pathogengut
will belessefficientat detectingary specificpathogen.

e Thenumbes game The humanimmunesystemrepli-
catesdetectorsto deal with replicating pathogens. It
must do so—otherwisethe pathogenswvould quickly
overwhelmary defense. Computersare subjectto a
similarnumbergyame py haclersfreelytradingexploit
scriptsonthelnternet,by denial-of-servicattacksand
by computerviruses. For example,the succes®f one
haclercanquickly leadto thecompromiseof thousands
of hosts. Clearly, the pathogensn the computersecu-
rity world are playing the numbersgame—traditional
systemshowever, arenot.

Thesepropertiecanbethoughtof asdesignprinciplesfor
acomputeimmunesystem.Many of themarenot new, and
somehave beenintegral featuresof computersecuritysys-
tems;however, no existing computersecuritysystemincor-
poratesmorethana few of theseideas. Although the exact
biologicalimplementatiormay or may not prove useful,we
believe thatthesepropertiesof naturalimmunesystemsan
helpusdesignmoresecurecomputersystems.

4 Possible Architectures

One approachto building computersecurity architectures
thatincorporatethe principlesdiscussedh the previoussec-

tion is to designsystemsbasedon direct mappingsbetween
immune systemcomponentsand currentcomputersystem

architecturesA few suchpossibilitiesaredescribedelow.

e ProtectingStaticData: A naturalplaceto beginis atthe
level of computerviruses,which typically infect pro-
gramsor bootsectordy insertinginstructionsinto pro-
gramfiles storedon disk. Underthis view, the protec-
tion problemis essentiallthesameasthatof protecting
ary kind of storeddata—selfis interpretedas uncor
rupteddataandnonselfis interpretedasary changeto
self. Many change-detectioalgorithmshave beende-
visedto addresghis problem,including someinspired
by biology [7]. Kepharthasdevelopedan architecture
for protectingagainstvirusesin a networked erviron-
ment[12].

e Protecting Active Processeson a Single Host The
adaptve humanimmunesystemis madeprimarily out
of cellswhich monitorandinteractwith othercells. If
we view every active processin a computerasa cell,
we canthenthink of a computerunningmultiple pro-
cessesas a multicellular organism,and a set of net-
worked computersas a populationof suchorganisms.
Traditional security mechanismssuch as passverds,
groups,file permissionsgetc., would play a role anal-
ogousto that of a computers skin andinnateimmune
system.To createanadaptve immunesystemayer, we



could implementa “lymphocyte” processwhich, with
help from the kernel,is ableto queryotherprocesses,
to seewhetherthey arefunctioningnormally. Justasin
thenaturalimmunesystemwe assumehatif aprocess
is actingabnormally it is eitherdamagecdr underat-
tack. In responsethe lymphogyte processcould slow,
suspendkill, or restartthe misbehaing process. To
completethe picture, eachlymphogyte processcould
have arandomly-generatedetectoror setof detectors,
living for alimited amountof time, afterwhichit would
be replacedby anotherlymphoagyte. This is important
becausdét meanghattherewould be no predefinedo-
cation or control threadat which the protectionsys-
tem could be attacled. Lymphogtesthat proved par
ticularly usefulduring their lifetime (e.g, by detecting
new anomalies)could be given a longer life-span or
allowed to spawvn relatedprocessesAdditionally, au-
toimmuneresponsege.g., falsealarms)could be pre-
ventedhroughacensoringporocesganalogouso clonal
deletionin thethymus).

In thisarchitectureselfwould bedefinedby normalbe-
havior andnonselfwould be abnormalbehaior in the
form of intrusions,eitherin privilegedor in userpro-
cesses.Sucha systemcould adaptto changesn user
behaior and systemsoftware throughthe turnover of
lymphogytes(alsomakingit vulnerableto “training” by
malicioususers). The level of securitycould be tuned
by adjustingthe numberand lifetime of the lympho-
cytes, and by adjustingthe numberand quality of de-
tectorsin thelymphooytes.

In orderto implementthis architecture however, we
needananalogfor peptide/MHCbinding,anda mech-
anismfor eliminatingself-reactve detectors.We have
alreadyworked on the former: in [6] we examineap-
proximatematchingof shortsequencesf systemcalls
asa candidatefor distinguishingnormalandabnormal
behaior. A methodfor toleranceanda completeim-
plementationaresubjectof futurework.

Protectinga Networkof Mutually Trusting Computes:
Anotherapproachs to think of eachcomputerascor-
respondingto an organin an animal. Each process
would still be consideredas a cell, but now an indi-
vidual is a network of mutually trustingcomputers.In
this model, the innateimmunesystemis composef
host-basedsecurity mechanismsgcombinedwith net-
work securitymechanismsuchas Kerberos[13] and
firewalls. The adaptve immunesystemlayer could be
implementeddy kernel-assistetymphogyte processes,
with theaddedeaturethatthesdymphog/tescouldmi-
gratebetweencomputersmakingthemmaobile agents.
Onecomputer(or a setof computersouldthenbere-
senedasathymusfor the network, selectingandprop-
agatinglymphogytes,eachof which searchesor a spe-
cific patternof abnormabehavior. If theselymphogyte
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processesisenegative detection,no centralizedsener
is neededo coordinatea responseo a securitybreach;
the detectinglymphogyte cantake whatever actionis
necessarypossiblyreplicatingand circulatingitself to
find similar problemson otherhosts?

This architectureis similar to the previous one, ex-

ceptfor theadditionof circulatingmobile detectorpro-
cessesln principle,it shouldbeableto detectthesame
classof anomalies.However, anomaliefound on one
computercould also be quickly eliminatedfrom other
computersn thenetwork. It hassimilarrequirementsis
before exceptthatit alsodependsiponarobustmobile
agentframework. Becausdymphogitesare also pro-
cessesthey will monitor eachother amelioratingthe
dangerf rogueself-replicatingmobile lymphogytes.

e Protectinga Networkof Mutually Trusting Disposable
Computes. Moving the analogyup anotherlevel, we
could regard eachcomputeras a cell, with a network
of mutually-trustingcomputersbeing the individual.
Host-basedsecurity can be thought of as the normal
defenses cell hasagainstattack. The innateimmune
systemconsistof the network’s defensessuchasKer-
berosand firewalls. We can implementan adaptve
immunesystemlayer by creatinga setof lymphog/te
machines. Thesemachineswould monitor the state
of othermachineson the network. Whenan anomaly
was detected the problematicmachinecould be iso-
lated(perhapdy reconfiguringhubsand/ormrouters) re-
booted,or shutdown. If thetrue sourceof theanomaly
wereoutsidethe network, a lymphogyte could standin
for the victimized machine doing battlewith the mali-
cioushost, potentially sacrificingitself for the good of
thenetwork.

This architecturecould addressproblemsof compro-
misedhosts network floodingdenial-of-servicattacks,
and even hardware failures. However, it has signifi-

cantly more requirementghan the previous two. An

implementationvould needan MHC/peptideanalogat
thehostlevel, potentiallybasenamachines network

traffic, or basecnthebehaior of its kernel. A dynam-
ically configurablenetwork topologywould be neces-
saryto allow lymphogste machinesto isolatea given
host. As before,a thymus-typemechanismwould be
neededo preventautoimmuneresponses.In particu-
lar, though,animplementatiorwould requirethatmost
hostsbesomavhatinterchangeable—otherwisiee net-
work could not afford thelossof any hosts.

5 Limitations

Although we believe it is fruitful to translatethe structure
of thehumanimmunesysteminto our computersultimately

3This mechanisntanbe seenasa generalizatiorof the kill-signal de-
scribedin [12].



wearenotinterestedn imitating biology. Not only mightbi-
ologicalsolutionsnot bedirectly applicableto our computer
systemswe alsorisk ignoring non-biologicalsolutionsthat
aremore appropriate.A more subtlerisk, however, is that
throughimitation we might inherit inappropriate‘assump-
tions” of theimmunesystem.

Computeisecurityis supposedo addresdiveissuesicon-
fidentiality, integrity, availability, accountability and cor
rectnessin theimmunesystemhowever, thereis really only
oneimportantissue,survival, which canbe thoughtof pri-
marily asa combinationof integrity and availability. If we
view immunesystemmemoryasatypeof audittrail, it might
be possibleto aguethatthereis alsoa form of accountabil-
ity, but it clearlyis not the samekind of accountabilitythat
we typically associatevith computersecurity Correctness
andconfidentialityarelargely irrelevantto survival. By cor-
rectnesswe generallymeanthatit canbe provedthata cer
tain programmeetsits specifications.Immunesystemsare
not formally specifiedsystems,so by definition they can-
not be called correct(in the formal sense). If we think of
theervironmentin which anorganismevolvesasanimplicit
formal specificationof “survival,” it is still true that natu-
ralimmunesystemsrenot correct,because¢hey sometimes
fail—pathogensometimessuccessfullyevadethe immune
system Lik ewise,theimmunesystemis not concernedvith
protectingsecretsprivacgy, or otherissuesof confidentiality
Thisis probablythemostimportantimitation of theanalogy
and one that we shouldkeepin mind whenthinking about
how to apply our knowledgeof immunologyto problemsin
computersecurity

6 Conclusions

Goodpassverds,appropriateaccesgontrols,andcarefulde-
signarestill neededor goodsecurity As indicatedearlier,
all of thesemeasuresanbe seemasequialentto thebody’s
skin andinnateimmune system,which are responsiblefor
preventingmostinfections. We have focusedon the human
immunesystems adaptie responseshecausdhesearethe
typesof mechanismsurrentcomputersystemsio nothave.
By remedyingthis shortcomingwe shouldbe ableto make
ourcomputersystemsnuchmoresecurehanthey currently
are.
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